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DETAILED ACTION 

This is a response to tlie following case application: 

Non-provisional Application: 10/796972 filed on March 11, 2004. 

Applicant's Specification and Claims were not in English; a certified translation has been 

received and accepted. 

Claims 1-12 are originally received. 

Claims 4-6 have originally been amended and claims 13-18 have originally been added 
to remove multiple claim dependencies. , 
Claims 1-18 are pending. 

Claim Rejections - 35 USC § 102 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

1. Claims 1-18 are rejected under 35 U.S.C. 102(e) as being anticipated by Peinado 
et al. [US 6772340 B1]. 

Regarding claim 1 , Peinado et al. teach a playback terminal for playing back a medium 
[User's computing device - (starting Col 12, line 64)] on which is receded encrypted 
content [Col 2, Ln 65] and a medium key that is unique to the medium [In one 
embodiment, different encryption/decryption keys (which can be a symmetric key - Col 
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7, Ln 39) are used to serially produce several different digital content packages (Col 7, 
Ln 25-29) to track distribution. These packages are copied onto magnetic or optical 
disks or other storages devices which may then be distributed (Col 10, Ln 1-3).], 
comprising: a license obtaining unit [DRM System - License Acquisition (starting Col 
18, Ln 41)] operable to obtain a license that includes at least a decryption key for the 
encrypted content [Col 21, Ln 29-31]; a content key obtaining unit operable to obtain a 
content key from the license [DRM System - License Evaluator (starting Col 15, Ln 25)]; 
a key selection unit operable to judge v\/hich of the medium key and the content key is to 
be used In decryption of the encrypted content [DRM System - Content Rendering Part 
2, and DRM License Evaluator (starting Col 16, Ln 54). Keys needed to render content 
depend on License(s) obtained and Right(s) negotiated (Col 21. Ln 1-10)]; and 
a decryption unit operable to decrypt the encrypted content using the key selected by 
the key selection unit [DRM System - Black Box (Col 15, Ln 60-63)]. 

Regarding claim 2, Peinado et al. teach a playback terminal for playing back a medium 
on which is recoded encrypted content, a medium key that is unique to the medium, and 
key selection information [DRM System - State Store, This maintains state information 
corresponding to licenses/rights which detemnine valid keys for content rendering 
(starting Col 16, Ln 28).], comprising: a license obtaining unit [DRM System - License 
Acquisition (starting Col 18, Ln 41)] operable to obtain a license that includes at least a 
decryption key for the encrypted content [Col 21, Ln 29-31]; a content key obtaining unit 
operable to obtain a content key from the license [DRM System - License Evaluator 
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(starting Col 15, Ln 25)]; a key selection unit operable to judge, based on the key 
selection infonnation [DRM System - License Evaluator uses State Store information 
(Fig 4, Itm 36 and Itm 40)], which of the medium key and the content key is to be used 
in decryption of the encrypted content [DRM System - Content Rendering Part 2, and 
DRM License Evaluator (starting Col 16, Ln 54). Keys needed to render content 
depend on License(s) obtained and Right(s) negotiated (Col 21, Ln 1-10)]; and a 
decryption unit operable to decrypt the encrypted content using the key selected by the 
key selection unit [DRM System - Black Box (Col 15, Ln 60-63)]. 

Regarding claim 3, Peinado et al. teach a playback terminal for playing back a medium 
on which is recoded encrypted content, a medium key that is unique to the medium, and 
key selection information, comprising: a license obtaining unit [DRM System - License 
Acquisition (starting Col 18, Ln 41)] operable to obtain a license that includes at least a 
decryption key for the encrypted content [Col 21 , Ln 29-31] and a usage condition 
[Digital Rights License ie. the rights description or actual terms and conditions]; a 
content key obtaining unit operable to obtain a content key from the license [DRM 
System - License Evaluator (starting Col 15, Ln 25)]; a key selection unit operable to 
judge, based on the key selection infonnation [DRM System - License Evaluator uses 
State Store information (Fig 4, Itm 36 and Itm 40)], which of the medium key and the 
content key is to be used in decryption of the encrypted content [DRM System - 
Content Rendering Part 2, and DRM License Evaluator (starting Col 16, Ln 54). Keys 
needed to render content depend on License(s) obtained and Right(s) negotiated (Col 
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21, Ln 1-10)]; a usability judgment unit operable to judge, based on the usage condition, 
whether content corresponding to the license is usable [DRM System - License 
evaluator. It locates one or more licenses, determines validity, and rights whether user 
can use content, and for what manners It can be used for (Col 15, Ln 25-32).]; and a 
decryption unit operable to decrypt the encrypted content using the key selected by the 
key selection unit, when either (i) the key selection unit judges that the medium key is to 
be used, [The medium key, can be another decryption key that is based on a license 
exclusively for a unique packaged medium (Col 7, 25-29).] or (ii) when the key selection 
unit judges that the license key is to be used and the usability judgment unit judges that 
the content is usable [DRM System - Black Box (Col 15. Ln 60-63)]. 

Regarding claim 4, Peinado et al. teach the playback apparatus of Claim 1 , wherein 
the key selection information [Key selection information is information necessary to 
retrieve necessary licenses to render digital content and thus include content 
information stored by device.] has stored therein a content identifier, and key type 
information that indicates which of the medium key and the content key is to be used 
[Col 1 1 , Ln 1-11 . Note that key type whether medium key or content key is 
distinguished based on the type of license since digital content can be distinguished by 
both just content itself or as a content packaged medium (Col 1 1 , Ln 5)]. 

Regarding claim 5, Peinado et al. teach the playback apparatus of Claim 1 , wherein 
the key selection information is multiplexed with the encrypted content [A mux filter 
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performs muxing on the header information and encrypted digital content. (Col 9, Ln 
30)]. 



Regarding claim 6, Pelnado et al. teach the playback apparatus of may Claim 1 , 
wherein the key selection information has listed therein an identifier of a license 
corresponding to the content [License acquisition information (Col 11, Ln 7-8), (Col 19, 
Ln 5-21)], and the content key obtaining unit operable to obtain a content key from the 
license specified by the license identifier [DRM System - License Evaluator (starting Col 
15.Ln25)]. 

Claims 7-9 are rejected because claims 1-3 is the apparatus performing the methods of 
claims 7-9 respectively. 



Regarding claim 10, Peinado et al. teach a medium that stores encrypted content, the 
medium having recorded thereon [Content Server can copy digital content packages 
onto magnetic or optical disks or other storages devices which may then be distributed 
(Col 10, Ln 1-3).]: a medium key that is unique to the medium [In one embodiment, 
different encryption/decryption keys (which can be a symmetric key - Col 7, Ln 39) are 
used to serially produce several different digital content packages (Col 7, Ln 25-29) to 
track distribution. Fingerprinting/watermarking can also be employed to produce unique 
packages that can be copied onto a medium (Col 8, Ln 1-7)]; and key selection 
information indicating whether or not the encrypted content is encrypted with the 
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medium key [License acquisition information (Col 1 1, Ln 7-8), (Col 19, Ln 5-21)]. 

Regarding claim 1 1 , Peinado et al. teach the medium of Claim 10, wherein a content 
identifier is recorded in the key selection infomriation [License acquisition information 
(Col 1 1 , Ln 7-8), (Col 1 9, Ln 5-21 )]. 

Regarding claim 12, Peinado et al. teach the medium of Claim 10, wherein a license 
identifier is recorded in the key selection information [License acquisition information 
(Col 11, Ln 7-8), (Col 19, Ln 5-21)]. 

Regarding claim 13, Peinado et al. teach the playback apparatus of Claim 2, wherein 
the key selection information [Key selection information is information necessary to 
retrieve necessary licenses to render digital content and thus include content 
information stored by device.] has stored therein a content identifier, and key type 
information that indicates which of the medium key and the content key is to be used 
[Col 1 1 , Ln 1-1 1 . Note that key type whether medium key or content key is 
distinguished based on the type of license since digital content can be distinguished by 
both just content itself or as a content packaged medium (Col 1 1 , Ln 5)]. 

Regarding claim 14, Peinado et al. teach the playback apparatus of Claim 3, wherein 
the key selection information [Key selection information is information necessary to 
retrieve necessary licenses to render digital content and thus include content 
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information stored by device.] lias stored therein a content identifier, and key type 
information that indicates which of the medium l^ey and the content key Is to be used 
[Col 1 1 , Ln 1-1 1 . Note that key type whether medium key or content key is 
distinguished based on the type of license since digital content can be distinguished by 
both just content itself or as a content packaged medium (Col 1 1 , Ln 5)]. 

Regarding claim 15, Peinado et al. teach the playback apparatus of Claim 2, wherein 
the key selection information is multiplexed with the encrypted content [A mux filter 
performs muxing on the header information and encrypted digital content. (Col 9, Ln 
30)1. 

Regarding claim 16, Peinado et al. teach the playback apparatus of Claim 3, wherein 
the key selection information is multiplexed with the encrypted content [A mux filter 
performs muxing on the header infomiation and encrypted digital content. (Col 9, Ln 
30)]. 

Regarding claim 17, Peinado et al. teach the playback apparatus of Claim 2, wherein 
the key selection information has listed therein an identifier of a license corresponding 
to the content [License acquisition information (Col 1 1, Ln 7-8), (Col 19, Ln 5-21)], and 
the content key obtaining unit operable to obtain a content key from the license 
specified by the license identifier [DRM System - License Evaluator (starting Col 15, Ln 
25)]. 
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Regarding claim 18, Peinado et al. teach the playback apparatus of Claim 3, wherein 
the key selection information has listed therein an identifier of a license corresponding 
to the content [License acquisition information (Col 11, Ln 7-8), (Col 19, Ln 5-21)], and 
the content key obtaining unit operable to obtain a content key from the license 
specified by the license identifier [DRM System - License Evaluator (starting Col 15, Ln 
25)]. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Martin Jeriko P. San Juan whose telephone number is 
571-272-7875. The examiner can normally be reached on M-F 8:30a - 6:00p EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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